Follow-up to the European Parliament recommendation to the Council on strengthening security and fundamental freedoms on the Internet, adopted by the Commission on 17 June 2009
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6.
Brief analysis/assessment of the resolution and requests made in it

The resolution of the European Parliament aims to highlight the best ways to protect and promote the fundamental freedoms of individuals in an online environment. This activity should:

· Involve all stakeholders;

· Act at different levels, making use of existing national, regional, and international instruments and observing how they are applied in today's legislative practice;

· Exchange best practices; and

· Respond to the needs and problems of various types of Internet users and of many (and constantly evolving) kinds of online activities.

Furthermore, the resolution proposes to strike an appropriate balance between privacy and security, addressing and constraining the use of surveillance and monitoring techniques that might threaten fundamental freedoms, especially when their necessity, proportionality, and efficiency are in question.

The EP made the following recommendations to the Council, which specifically call upon actions by the Commission:

EP Recommendations (point 1):

(f) invite the Presidency of the Council and the Commission to reflect on and develop a comprehensive strategy to combat cybercrime, pursuant, inter alia, to the Council of Europe Convention on Cybercrime, including ways in which to address the issue of “identity theft” and fraud at EU level in cooperation with both Internet providers and user organisations, as well as the police authorities dealing with IT-related crime and to put forward a proposal on how to create awareness campaigns and prevent such crime, while at the same time ensuring that the use of the Internet is safe for all; call for the creation of an EU desk for assistance to victims of identity theft and identity fraud;

(ae) recognise that the global and open nature of the Internet requires global standards for data protection, security and freedom of speech; in this context, it calls on Member States and the Commission to take the initiative for the drawing up of such standards; welcomes the resolution on the urgent need for protecting privacy in a borderless world, and for reaching a Joint Proposal for setting International Standards on Privacy and Personal Data Protection of the 30th International Conference of Data Protection and Privacy Commissioners held in Strasbourg, on 15–17 October 2008; urges all EU stakeholders (public as well as private) to engage in this reflection.

7.
Response to requests and overview of action taken, or intended to be taken, by the Commission:

On 27-28 November 2008, the Council adopted conclusions on a Concerted Work Strategy and Practical Measures against Cybercrime. The Commission and the Member States are invited to implement a number of actions in the short and medium terms, including the description of identity fraud and the setting up of European platform aimed at reporting criminal acts committed on Internet. In this context, the Commission is currently assessing whether there is a need to revise the Council Framework Decision 2005/222/JHA on attacks against information systems. The Commission also continues to encourage Member States who have not yet done so to ratify the 2001 Council of Europe Convention on Cybercrime. The Commission's Safer Internet programme for 2009-2013 includes among its priority objectives raising public awareness about the safe use of the Internet.
The Commission services are currently looking into challenges posed by behavioural targeting, online advertisement and profiling. Further actions may be proposed, if appropriate. A study on “Privacy and Trust in the Ubiquitous Information Society, commissioned by the Commission and currently being finalised, is considering privacy aspects of on-line behavioural advertising, among other issues. If necessary, the Commission will consider more in-depth follow-up analysis, e.g. by the Joint Research Centre or in the context of activities covered and financed by the Fundamental Human Rights Programme.

The Commission also participates in the yearly International Conferences of Data Protection Commissioners. The Commission follows the on-going work on possible future international standards on privacy and personal data protection and is committed to promoting the high EU standards of protection in this context both in international organisations and in bilateral contacts with third countries.

With regard to security on the Internet, the Commission adopted, on March 30 2009 a Communication on the Protection of Critical Infrastructure which includes an action plan aiming, inter alia, to define a roadmap to promote principles and guidelines at international level. Strategic cooperation with third countries will be developed, notably in Information Society dialogues, as a vehicle to build global consensus.

In general, the Commission welcomes that the Parliament underlines the importance of its current activities supporting the objectives stated in the report such as the development and the spreading of e-participation and e-democracy measures aiming at increased transparency in the decision-making process, the promotion of privacy enhancing technologies, the provision of guidance on privacy compliant use of technologies such as RFID, and its commitment to the objectives of the World Summit on the Information Society and its work regarding the IGF.

The Commission finally recalls the clarification and the strengthening of the provisions on privacy and security in the context of the reform of the electronic communications framework.
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